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 DɒɄɋɕʍ ̓̒ɵ ɒɄ˄ɭɦɕʤɂ rʟɓ ʭʤ
Ʉɥ̒ʬʅ ʛ̍ʚɦɓ ɐṔḛɶʫ ̱┤ ɄʁɄʯɲ̋Ʉɡɓ ᵷɄʱɓ
Ṕḛɶʤɂ ɑʦɽɂʻʫ ʳʍ Ʉʱʖʙʻɓ ʳʤʺ

ᵷ̱ẺɄɦʆɽᶗɂ ȲɄʞɯʤɂ ʢɄɡʫ ̱┤ ɒɂɰɭʚʤɂ ȲɄɦɇ
 ɟɂ ɑʤ̋ɬ ɄẛẀ ṕḛʬɕɓ ὃỮʤɂ ɐɬɄ̂ɱʤɂ ɤ̋ɰ ɭɶɡ˄ɒɂɰɄʫ

ʮɄ̍ẛẃ ʢȳ ɭ˄ɂɲ rɇ ɭʬɦʫ ɫ̍ɺʤɂ

ɐɭɦɕʑɂ ɑ̍ɉɱʎʤɂ ɒɂɰɄʫɟɂ ɑʤ̋ɬ ɷ̄ȼɰ

ʬ̒Hɶʤɂ ɏɥɄɽ

ʪ̒ɕʟʫ ʢȳ ɭɹɂɰ rɇ ɭʬɦʫ ɫ̍ɺʤɂ
 Ȳɂɰɲ̒ʤɂ ɷʦɡʫ ɷ̄ȼɰ ɑʤ̋ɭʤɂ ɷ̄ȼɰ ɏȼɄʯ-ˌɊɬ ʭʝɄɥ

ʬ̒Hɶʤɂ ɏɥɄɽ



ɶʬɩ ˂Ịʍ ȲɄʱɇ ˌʰɂṔḗˈɶʤɂ ʳʫᶟɂ ˍ☿ ɑˈɕɦɕʤɂ ɑˈʲɋʤɂ ɱˆɱʚɕʤɂ ɷˉʚ˄Ộ̱ ɰ̋Ʉɦʫ ɑ:

ȹ ɱˆʻᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬʆɓ ɒɂȲɂɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɟ
ɒɂɰɭʚʤɂ

 ɒɂȲɂɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɟᶡɂ
ɑˈʱʖʤɂ/ʱʚɕʤɂɑˈ

 ɒɂȲɂɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɟᶡɂ
ɑˈʯʻʯɄʚʤɂ

 ɒɂȲɂɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɟȹ
 ʮ̋Ʉʎɕʤɂ

 ɒɂȲɂɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɟᶡɂ
ɑˈʬˈʊʱɕʤɂ

> ɒɂɰɄʫɟɂ ɄˈᶽɄʍ ˂ỈʺᶟɂˌʰɂṔḗˈɶʤɂ ʳʫᶟɂ ɱɹȸʫ ˍ┤<\ 





<UAE Cyber Threats Statistics ( 2024 ï 2025) - Key Insights and Statistics /> 
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The number of ransomware groups operating in the UAE grew 
significantly from 2024 to 2025

2022 2023 2024 2025

Middle East Global

The average cost of a data breach reached US$4.94 million globally, driven by 
factors such as lost business, customer response costs, and data visibility gaps. 



ˌhɂṔḗ̍ɶʤɂ ɆɄʁɰɟɂɑˈʯɂṔḗˈɶʤɂ ʭȼɂɱᾒήɂ ɑ̍ʯɂṔḗ̍ɶʤɂ Ɇ̋ɱᾚήɂ

ɒɄʬᾒᾎʤɂ Ȳɂɰ̋ ʗʚɓ ὃỮʤɂ ɒɄyᾒήɂ

ɑʬˆɱᾒήɂ ɒɄʍʻʬɡʫ
ɑˈʯʺṔḘʟʤᶡɂ

 ȲɄʆɺʲʤɂ ɑʱɽɂɱʙ
)Hacktivists(

 ɑʫʻʍɭᶽɂ ɒɄʸᾒήɂ
 ʢ̋ɭʤɂ rʫ

ɒɂɭ˄ɭẛṥʤɂ
 ɑˈʦɩɂɭʤɂ

>ɑ̍ʯɂṔḗ̍ɶʤɂ ɒɂɭ˄ɭẛṥʤɂ ɲɱɇȵ<\ 



>ɑˈʯɂṔḗˈɶʤɂ ɑʬˆɱᾒήɂ :ɒɂɭ˄ɭẛṥʦʤ ɭ˄ɭᾒήɂ ɭʸɺᶽɂæɕʤɂʺ ɒɂɭ˄ɭẛṥʤɂɒɄ˄ɭɦ <\ 

ɑˆʻˈᾚήɂ ὂỰɋʤɂ ʔɂɭẛṥɵɂ :ɡʬʦʤ ɭ˄ɂṕḘᶽɂ ṕḛʝṔḘʤɂ ˂Ịʍ ʮḛʫɱ
 ɑˆʻˈᾚήɂ ɑˈɕɦɕʤɂ ɑˈʲɋʤɂ ɒɄʫɭɩ ʨˈʆʎɔ)ᶚɽɂʻᶽɂ ᵷɒ
ɑˈʱʫᶟɂ ɒɄʫɭᾟήɂ(

ʫ̩ɂɱɟɟɂ ʢ̒ɦɕʤɂ :ɂ ȲɄʂʖʤɂ ˂Ỉȹ ɑʬʊʱᶽɂ ɑʬˆɱᾒήɂ ʢɄʚɕʯɂ ˌʰɂṔḗˈɶʤ
(Cybercrime-as-a-Service) ʨʫɄʠɕʫ ʨʬʍ ɞɮʻʬʱʝ

ɬʺɭᾚίʤ ɐɱɇɄʎʤɂ ɑˈȼɄʂʚʤɂ ɒɄ˄ɭɦɕʤɂ: ʏɋɖɓ ɑɉʻʎɽ
 ɑ˄ᶗʻʤɂ ɭ˄ɭɦɓʺ ɑˈʯɂṔḗˈɶʤɂ ʭȼɂɱᾒήɂ ὃửʟɓɱʫ ɑʚɥᶚʫʺ
ɑ̍ʤ̋ɭʤɂ ɬ̋ɭᾚήɂ ɲ̋Ʉɡɕɓ ɑ̍ʬʙɰ ɑȾ̄ɇ ̱☿ ɑ̍ȼɄʂʚʤɂ

ɑˈʬʙɱʤɂ ɑˆʻʸʤɂ ȲɄʖɩȹ :ᶚʫɄʎᶽɂ ʏɋɖɓ ˍ☿ ɐɭʍɄɾɕᶽɂ ɒɄ˄ɭɦɕʤɂ ɒ
 ɑˆɳʝɱᶽɂ Ṕḛʑ)ʮḛɺɖʝʻʦɋʤɂʺ ɐɱʖɺᶽɂ ɒᶚʬʎʤɄʞ (ʫ ʘɄˈɵ ˍ☿ ɑɦʕɄʠ

ʢɂʻʫᶟɂ ʨˈɶʑʺ ɑʬˆɱᾒήɂ.
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 ὃỮʤɂ ʺɂ ɑʖˆɳᶽɂ ɒɄɇɄɶᾚήɂ ʳʫ ɒɄʠɋɹ ᾘᾎʱʬʫ ˍỈȳ ʨʠɺɈ ɄẛẀ ʭʟɦɕʤɂ ʭɕ˄ ʨʠɺɈ ɑɦ̍ʎʫ ɰɄʠʕȵ̋ Ȳɂɰȳ ɱɺ̡ʤ ʪɭɪɕɶɔ̋ ̱ẺɄʬɕɟᶗɂ ʨɽɂ̒ɕʤɂ ɒɄɾɦʫ ˂Ịʍɛʟʫ ʪɄʎʤɂ ˃ȵɱʤɂ ˂Ịʍ Ṕḛəȶɕʦʤ ʗ
ʺɑʦʦʊʫ ɒɂɭʱɟȵ ɯˈʖʱɓ
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ɒɄᴬᴬᴬɾʱʫ ˌʫɭɪɕᴬᴬᴬɶʫ ʃᴬᴬᴬʎɈ ɭᴬᴬᴬʱʍ ˍẺʻᴬᴬᴬʤɂ ɑᴬᴬᴬʦʙ
ᴬᴬᴬᴬὟ ʹᴬᴬᴬᴬʦʎɡɓ ˍẺɄᴬᴬᴬᴬʬɕɟᶗɂ ʨᴬᴬᴬᴬɽɂʻɕʤɂ ʨȼɄᴬᴬᴬᴬɵʺ ɑˈᾚ

ɒɄʍɄɹᶡɂ ʵɯʶ ʹˈʦʍ ˍỊʆʱɓ
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ˌᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɵɄᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬˈɶʤɂ ɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬˈəȶɕʤɂ˃ɬɄɾɕʙᶡɂ Ṕḛəȶɕʤɂ

ɒɄᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬʍɄᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬɹᶡɂʺ ɒɄ˄ɄᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬʍɭʤɂʪɄᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬʎʤɂ ˃ȵɱᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬʤɂ ʹᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬᴬˈɟʻɓ


